ﬁr,abbin fﬂ:stralian National

P MOORABBIN AVIATION SERVICES PTY LTD Airline College

TRADING AS AUSTRALIAN NATIONAL AVIATION COLLEGE
CRICOS Code 02530B RTO No 22495

PRIVACY AND DATA PROTECTION POLICY

Table of Contents

1. INEFOAUCTION ..
2. Definitions and EXplanations.............cooooiiiiiiiii
3. POLICY SCOPE ...
4.  Why we collect personal information .............cccoooiiiiiiiiiiiii e
5. How we use and disclose personal information................veiiiiieeiiiieiiiiie e,
6.  Collection and quality of personal iNformation ............ccoooiieieiiee e
7. Disclosure and use of personal information...............ccooiiiiiiiiii e
8. EXCEPLION 10 DISCIOSUIE... ..ttt e e e et e e e e e e e e et e e e e e
9. How the NCVER and other bodies handle your personal information..............................
L0, SUNVBY S . .ttt ettt e ettt e e e e et e e E e e e et e e e E e e e e et e e rn e e e et e e nnnnn s
11. Unique Student Identifier (USI) .......oooiiiiiiii et e e
12. Storage and disposal of personal information ..............ccevevviiiiiiiiiiiiiiiiiiieeeeeeee
13. Cross-Border Disclosure of Personal INformation...............ceeevvviviiiiiiiiiiiiiiiiiiiiiiiiiiieeeeee
14. National VET Data POICY .......coiiiiiiiieeciee et e e
15. Adoption, Use or Disclosure of Government Related Identifiers...........cccccoeeviiiiiiiiiiinnnnnn.
16. Access to and correction of personal iNformation ..............ccevvvviiiiiiiiiiiiiiiiiiieeeeee
17.  MAS Contact iNfOMMALION ......uuiii e e e e e e e e e e e e eeenaenas
18. EXternal REFEITAIS.......cooviiiiiiiiiiiieeeeeeeeeeeeee ettt

P004 Privacy and Data Protection Policy V2 Feb 2021 RTO ID 22495 | CRICOS ID: 02530B Page 1 of 9



ﬁr,abbin fnustralian National

P MOORABBIN AVIATION SERVICES PTY LTD Airline College

TRADING AS AUSTRALIAN NATIONAL AVIATION COLLEGE
CRICOS Code 02530B RTO No 22495

PRIVACY AND DATA PROTECTION POLICY

1. Introduction

Moorabbin Aviation Services Pty Ltd (MAS) is committed to protecting the privacy of all its
staff and clients. The Privacy Act 1988 (Cth) (Privacy Act) is an Australian law which
regulates the handling of personal information about individuals. This includes the collection,
use, storage and disclosure of personal information; provides protection of personal and
sensitive information in the federal public sector and in the private sector. Collection of
personal information by MAS is in accordance with the Privacy Act and the Australian Privacy
Principles (APPs).

MAS ensures that its staff undertake are aware of the requirements of privacy and data
collection.

Our privacy policy is made publicly available and all staff must ensure compliance with
applicable privacy laws.

The CEO is responsible to ensure compliance with this Privacy and Data Protection Policy
and to ensure any privacy issues are addressed. Anyone who becomes aware that a person
has not complied with this policy should immediately notify the CEO.

As a Registered Training Organisation trading as the Australian National Airline College
(ANAC) we are required to comply with The National Vocational Education and Training
Regulator (Data Provision Requirements) Instrument 2020 (the Data Provision Requirements
2020). The Data Provision Requirements 2020 provide an explicit listing of some information
the Australian Skills Quality Auithority (ASQA) requires and the requirement for RTOs to keep
certain specified information up to date where there has been a change in circumstances.

2. Definitions and Explanations

AAP (Australian Privacy Principles) — There are 13 Australian Privacy Principles to govern
standards of rights relating to collection, use and disclosure of personal information.

ANAC (Australian National Airline College) is the trading name of the registered training
organisation operating under Moorabbin Aviation Services Pty Ltd (MAS).

AVETMISS - the Australian Vocational Education and Training Management Information
Statistical System. It is a national data standard which ensures the consistency and accuracy
of vocational education and training (VET) information and covers the national VET data
collections:

CASA - Civil Aviation Safety Authority, a Commonwealth government body which regulates
Australian aviation safety, issues pilot licences, registers aircraft and oversees safety.

DESE — The Department of Education, Skills and Employment. The department is authorised

by law to collect, use and disclose personal information to fulfil specified functions and
activities.
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NCVER — National Centre for Vocational and Educational Research is a not-for-profit
company owned by the Commonwealth and state and territory ministers responsible for
vocational education and training. The NCVER is responsible for collecting, managing,
analysing and communicating research and statistics about the Australian VET sector.

Personal information is defined in The Privacy Act as information or an opinion, whether true
or not, and whether recorded in a material form or not, about an identified individual, or an
individual who is reasonably identifiable. Common examples are an individual’'s name,
signature, address, telephone number, date of birth, medical records, bank account details
and commentary or opinion about a person.

RTO (Registered Training Organistion is a training provider registered by ASQA (or a state
regulator) to deliver VET services. RTOs provide quality training and qualifications that are
nationally recognise

Sensitive information means information about an individual’s racial/ethnic origin, political
opinion, membership of political associations, religious beliefs or affiliations, philosophical
beliefs, sexual orientation or practices, criminal records.

Student ldentifiers Amendment (Enhanced Student Permissions Act 2020 allows a
student to choose whether a licencing body, employment agency or potential employer can
view the person’s VET transcript. The student controls whether their transcript is shared or
not; who gets access; which of their VET achivements are displayed; and for how long a
transcript can be looked at.

USI — Unique Student Identifier is a Commonwealth Government individual student number
retained for life.

VET Data— Vocational Education and Training (VET) data is collected from all registered
training organisations across Australia. It includes: Data collected from students when they
enrol; students results and survey responses. Data is collected and used to: compare RTOs,
choose between courses, share authenticated VET transcripts, plan courses, and improve the
training system

3. Policy Scope

This policy aims to clarify how MAS will adhere to the APPs and outlines the types and means
by which personal information is collected, used and disclosed by MAS.

The Privacy Act allows a person to:

o know why their personal information is being collected, how it will be used and who it will be
disclosed to

e have the option of not identifying themselves, or of using a pseudonym in certain

circumstances (this does not include information which is mandatory for a student’s

enrolment or for the course completion and issue of certification)

ask for access to their personal information (including health information or credit report)

stop receiving unwanted direct marketing

ask for their personal information to be corrected

make a complaint about an entity covered by the Privacy Act, if they think they have

mishandled their personal information.
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4. Why we collect personal information

MAS is required to obtain and retain personal information from students enrolling in our
courses in order to comply with our obligations as a training provider. This includes the
processing and management of students’ enrolments in a vocational education and training
(VET) course with us.

5. How we use and disclose personal information

We use your personal information to enable us to deliver VET courses to you, and otherwise,
as needed, to comply with our obligations as an RTO.

MAS takes every precaution to ensure that the information provided to us remains private and
is used only for the purposes agreed to. We take reasonable steps to ensure that our data is
accurate, complete and up-to-date.

We are required by law (under the National Vocational Education and Training Regulator Act
2011 (Cth) (NVETR Act) to disclose the personal information we collect about students to
NCVER. The NCVER is responsible for collecting, managing, analysing and communicating
research and statistics about the Australian VET sector.

We are also authorised by law (under the NVETR Act) to disclose students’ personal
information to the relevant state or territory training authority.

MAS is required to declare that data submitted to NCVER is accurate and complete.

We may also be required to provide personal information to CASA who manage information
provided to them under their privacy policy.

6. Collection and quality of personal information

Personal information is gathered in the process of enrolling students. Information is provided
about the purposes for which we are collecting the information. The information collected will
be used for the primary purpose for which it was collected. Students agree to the collection and
use of this information as it is essential for their enrolment to be processed.

We will only collect personal information by fair and lawful means and not in an unreasonably
intrusive manner.

Information is collected in hardcopy and by electronic submission.

We only collect information about a person from a third party when the person is informed about
the collection.

We will not collect personal information unless it is necessary for one or more of the functions
or services which we provide.
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7. Disclosure and use of personal information

Commercially sensitive information obtained will not be disclosed to other clients or third parties
without written permission.

We will not reveal, disclose, sell, distribute, rent, license, share or pass personal information on
to a third party, without written consent.

We will not use personal information for the purpose of direct marketing unless:

e written consent has been collected from the individual;

¢ the individual would reasonably expect MAS to use the information for that purpose;

¢ the individual has not made a request for no direct marketing from MAS. Note: MAS
provides an opt-out method that is easily accessible for individuals to request not to
receive direct marketing communications from MAS.

8. Exception to Disclosure

We may disclose personal information in the event of an imminent threat of a person’s serious
illness or death, or public safety or where the disclosure is authorised or required under
Australian law or a court/tribunal order.

9. How the NCVER and other bodies handle your personal
information

The NCVER will collect, hold, use and disclose your personal information in accordance with
the law, including the Privacy Act 1988 (Cth) (Privacy Act) and the NVETR Act. Your personal
information may be used and disclosed by NCVER for purposes that include populating
authenticated VET transcripts; administration of VET; facilitation of statistics and research
relating to education, including surveys and data linkage; and understanding the VET market.

The NCVER is authorised to disclose information to the Australian Government Department of
Education, Skills and Employment (DESE), Commonwealth authorities, State and Territory
authorities (other than registered training organisations) that deal with matters relating to VET
and VET regulators for the purposes of those bodies, including to enable:

e administration of VET, including program administration, regulation, monitoring and

evaluation

o facilitation of statistics and research relating to education, including surveys and data
linkage

e understanding how the VET market operates, for policy, workforce planning and consumer
information.

The NCVER may also disclose personal information to persons engaged by NCVER to
conduct research on NCVER'’s behalf.

The NCVER does not intend to disclose your personal information to any overseas recipients.
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For more information about how the NCVER will handle your personal information please refer
to the NCVER’s Privacy Policy at www.ncver.edu.au/privacy.

If you would like to seek access to or correct your information, in the first instance, please
contact your RTO using the contact details listed below.

10. Surveys

You may receive a student survey which may be run by a government department or an
NCVER employee, agent, third-party contractor or another authorised agency. Please note
you may opt out of the survey at the time of being contacted.

11. Unique Student ldentifier (USI)

MAS will not issue AQF certification documents to an individual without being in receipt of a
verified USI for that individual, unless an exemption applies under the Student Identifiers Act
2014.

Where an exemption applies, MAS will inform the student prior to them completing their
enrolment or commencing their training and assessment (whichever occurs first) that the
result of their trainig will not be accessible through the Commonwealth and will not appear on
any authenticated VET transcript prepared by the USI Registrar.

MAS ensures the security of student USIs and all related documentation under its control,
including in its student management systems.

12. Storage and disposal of personal information

Personal information is stored in secured locked areas and on secure servers with restricted
access as a safeguard against loss, misuse, unauthorised access, modification or disclosure.
All reasonable precautions are taken when using e-technology.

Archiving and disposal is in accordance with appropriate secure recordkeeping standards.

Individual password access is required to our systems and databases

We will destroy or de-identify personal information that is no longer required to be retained for
the purposes for which it was obtained.

13. Cross-Border Disclosure of Personal Information

MAS will not disclose personal information about any person to an overseas recipient, other
than a member/authorised representative of our own organisation, without the consent of the
person concerned. Information communicated through its website and social media sites are
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disseminated to overseas locations and all information communicated by these means is subject
to this Privacy Policy and any legal instrument and APPs that we are required to abide by.

14. National VET Data Policy

The National VET Data Policy Version 3 commenced on 1 January 2021. The policy is in four
parts: Introduction; National VET Provider Collection Requirements; VET Data Access and
Disclosure and Administration. Full details of the policy can be access on the DESE website
https://www.dese.gov.au/national-vet-data/resources/national-vet-data-policy.

As an RTO MAS is required to provide enrolling students with a Privacy Notice. This Notice,
Statement and Declaration are provided within the Enrolment Form.

DESE is authorised by law, including the Privacy Act and the NVETR Act, to collect, use and
disclose your personal information to fulfil specified functions and activities. For more
information about how the DESE will handle your personal information, please refer to the
DESE VET Privacy Notice at_https://www.dese.gov.au/national-vet-data/vet-privacy-notice.
MAS can provide students with a hard copy of the DESE VET Privacy Notice if they are
unable to access the Department’s website.

15. Adoption, Use or Disclosure of Government Related Identifiers

MAS must not use or disclose a government related identifier of an individual. MAS must not
adopt a government related identifier of an individual as its own identifier of the individual. An
‘identifier’ of an individual is a number, letter or symbol, or a combination of any or all of those
things, that is used to identify the individual or to verify the identity of the individual.

The following are given as examples of government related identifiers:
e Medicare numbers
e Centrelink Reference numbers
e driver licence numbers issued by State and Territory authorities
e Australian passport numbers

The following are explicitly excluded from the definition of identifier:
e anindividual’'s name
e anindividual’s Australian Business Number (ABN)
e anything else prescribed by the regulations made under the Privacy Act. This
provides flexibility to exclude any specified type of identifier from the definition, and
therefore the operation of APP 9, as required.

16. Access to and correction of personal information

Clients and students are provided access to the information that is held about them, and they
are encouraged to help us keep their personal information accurate, complete and up-to-date
by contacting and informing us of any changes to details.
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To enquire about the personal information held by MAS, or to access this information, persons
can contact our office. We will take all reasonable steps to verify the authenticity of persons
who requests access to their records. The staff member receiving these requests will ask three
guestions of the applicant to verify their authenticity. Access will be provided within a reasonable
period and in the manner requested if it is reasonable and practicable to do so.

MAS will not charge a person to access their information in order for the person to ensure their
information is accurate, complete and not misleading and/or where the person requests MAS to
correct the information. Requests to correct information must be completed at no charge.within a
reasonable period after the request is made.

MAS may charge for giving access to data or records which is not considered personal or sensitive
information. Example of this may be request by an ex-student for a transcript of their course
outcomes. The charge for such access will be provided up front and will only cover the cost of
accessing and providing the information, photocopying and printing, as well as postage if required.

In the event that MAS refuses access to an individual's personal information, MAS must give
reasons for the refusal in writing, except to the extent that, having regard to the grounds for
the refusal, it would be unreasonable to do so.

17. MAS Contact information
At any time you may contact MAS to
e request access to your personal information
e correct your personal information
¢ make a complaint about how your personal information has been handled
e ask a question about this Privacy Notice

18. External Referrals

Office of the Australian Information Commissioner
Website: https://www.oaic.gov.au/privacy-law/
Email: enquiries@oaic.gov.au

Phone: 1300 363 992
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Legislation \ Link

Standards for Registered Training www.legislation.gov.au/Series/F2014L.01377
Organisations (RTOs) 2015

Student Identifiers Act 2014 www.legislation.gov.au/Series/C2014A00036
Student Identifiers Regulation 2014 | www.legislation.gov.au/Series/F20141.01204
Student Identifiers (Exemptions) www.legislation.gov.au/Series/F2018L.01447
Instrument 2018

Privacy Act (1988) www.legislation.gov.au/Series/C2004A03712

WWW.0aic.gov.au/agencies-and-organisations/guides/app-quick-
reference-tool

Education and Training Reform Act www.legislation.vic.gov.au/in-force/acts/education-and-training-
2006 (Vic) reform-act-2006/080

National Vocational Education and www.legislation.gov.au/Series/F2013L00160

Training Regulator (Data Provision
Requirements) Instrument 2020

Australian Privacy Principles
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